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RESOURCE REALLOCAIION FOR
FLOW-ENFORCED USER TRAFFIC

BACKGROUND OF THE INVENTION

The present invention zelates generally to integrated
packet networks where the transmission efficiency is
gained by statistical multiplexing effect of VBR (vani-
able bit rate) sonrces, and more specificatly to such a
retwork where police functions are required to guaran-
tee the guality of service established at call setup by
controlling the bit rate behavior of user terminals

In broadband integrated services digital networks
(BISDN) where a wide range of broadband services are
provided using the asynchronous transfer mode (ATM)
technique, information is packetized and carried in fixed
lengih “cells™, which may be statistically meliplexed
with other traffic into a high-bit rate channel. To ensure
satisfactory gquality of service (QOS) for all network
users call admission control (CAC) and traffic enforce-
ment {policing) control have been proposed 2nd recom-
mended by CCITT. Call admission control algorithm
decides whether a2 new virtwal charnel conrnection
should be admitted to the network based on the current
network status such as available resources and cell loss
performance, and coniract parameters {suoch as mean
traffic rate and peak traffic rate) are established. The
traffic enforcement scheme monitors each individual
virtual channel connection to ensure that its cell-level
traffic flow in the network conforms to the contract
parameters established at call setup time

However, if statistical multiplexing gain is to be
achieved, precision cell-level traffic contrel on variable
bit rate (VBR) iraffic is difficult to achieve since the
user has littie knowledge on the characteristics of its
VBR traffic at call setup time

SUMMARY OF THE INVENTION

It 1s therefore an object of the present invention to
provide 2 flow enforcement arrangement which ensures
precision cell-level traffic control by allowing user ter-
minals to issue a request to mcrease the amount of band-
width allocated at call setup time

According to a broader aspect of the present inven-
tion, there is provided a network node for a packet
netwoik. The node comprises a call admission control
(CAC) device responsive to a connection request from
a vser terminal for accepting or rejecting it depending
on the amourt of resource requested by the user termi-
nal. Contract parameter values are established and a
resource is allocated exclusively to the user terminal
according to the established contract parameter values
for the duration of the call A flow enforcement device
includes a buffer for allowing cells from the call-
originating user terminal to be transmitted toward a
destination when the contract parameter values are not
violated and storing the cells in the buifer when the
contract parameter values are violated. A resource
rezllocation means is provided to respond to a realloca-
tion request from the user terminal when the occupancy
of the buifer is higher than 2 predefined value for allo-
caling an additionai resource to the user terminal

According to a speciiic aspect, the preseni invention
provides a packet network incleding a plurality of net-
work nodes interconnected by transmiscizs Hnks. One
of the network nodes that is Jocated at an entry of the
network comprises the flow enforcement mears. Each
of the network nodes comprises a resource allocation
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means which is responsive to a connection regeest from
a user terminal for inveking the CAC algonthm to
accept or reject the conanection request depending on
the amount of resonrce requested by the user terminal.
to establish contract parameter values, and to allocate 2
portion of a free bandwidth resource exclusively to the
pser terminal for the duration of the call according to
the established contract parameter values. Resource
reallocation means is provided in each network node to
respond to the reallocation request from the user termi-
nal for transmitting a copy of the reallocation request to
a downstreamn node to elicit an acceptance signal there-
from, and reserving a portion of a pool {commonly
shared} bandwidth resourceé and mvoking the CAC
algorithm to reserve a portion of the free bendwidth
resovrce. The resource reallocation means proceeds to
allocate the reserved pool bandwidth to the user termi-
nal in response to the acceptance signal from the down-
stream node indicating that the same amount of the
reserved pool bandwidth is available in the downsiream
node. The pser is now atlowed to transmit cells at a
realocated rate. The allocation of the pool bandwidth is
temporary. When a portion of the free bandwidth re-
source is reserved using the CAC algorithm, this re-
served portion is permanently allocated to the user {or
until the end of the call or until a deaHocation is per-
formed) and the temporarily allocated pool bandwidth
is returned to the pool resource for other users

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be described in further
detail with reference to the accompanying drawings, in
which:

FIG. 1 is a block diagram of a packet network ac-
cording 1o the present invention;

FIG. 2 is a block diagram showing details of 2 UPC
{usage parameter control} device and essential compo-
nents of a node controller in which a CAC (call admis-
sion control} algorithm js incorporated;

FIG 315 a flowchart describing a sequence of steps
performed by the UPC device;

FIGS 4A and 4B are schematic illustrations of the
total bandwidth resource of the UPC device, with FIG

4A showing the initial state in which the total resonrce

is initially partitioned inte two allocation areas and
FIG. 4B showing successive allocations of resources
from a free bandwidth resovrce when calls are estab-
lished; :

FIGS. 5A and 5B are schematic illustrations of the
bandwidth resource with FIG. SA showing a resource
reservation phase in which pool and free bandwidth
resources are reserved and FIG. 5B showing a resource
swapping phase in which reserved resources are ex-
changed with each other when a favorable response is
received from a downstream node;

FIG. 6 is a flowchart of programmed instructions
performed by the user terminal for triggering a realloca-
tion procedure;

FI1GS. 7 to 9 are Rowcharts of instructions pro-
grammed in the node controller of source, tandem and
destination network nodes, respectively;

FIG 10 is a flowchart of instructions performed by
the user terminal for triggering a deailocation proce-
dure;

FIG. 11 s a flowchart of instructions performed by
the node controller of all network nodes during a deal-
location procedure;
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FIGS. 12 10 15 are flow diagrams of messages trans-
mitted through the network during a reallocation pro-
cedure; and

FIG. 16 is a flow diagram of messages transmitted
through the network during a deatlocation procedure

DETAILED DESCRIPTION

Referring now to FIG . 1, there is shown a high-speed
packet network embodying the present invention. The
network includes a plurality of nodes 100 for serving
user terminals (including customer premises networks).
In a typical example, some of the nodes may be a
switching node including an ATM (asynchronous trans-
fer mode) switching fabric 10% such as Batcher-Banyan
network, for example, in which incoming cells are
routed under the control of a node controller 162, Other
nodes may include a switching fabric or s multiplexer,
not shown The controller 102 includes a call (connec-
tion} admission control (CAC) device 103 whose func-
tion 1s specified by CCITT I-series Recommendations.
The CAC fonction decides to accept a new connection
on a physical link if the required quality of service
{QOS) can be goaranteed for all virtual connections
already present on the physical link by determining
whether a user is observing or violating 2 bandwidth
contract agreed upon between the wvser and the net-
work Vichtion of the contract may degrade the QOS
of other connections present in the network. Hence, a
nerwork function, called the policing fenction or Usage
Parameter Coentrol (UPC) function, is required to cater
for network protection.

The network node 100 compnises 2 UPC device 105
associated with the user terminal 110 which statistically
multiplexes cells of multiple connections onto a vser/-
network mterface to the UPC device 105 in which
policing, or flow enforcement control is performed on
every user cell of all connections accepted by the CAC
device 103 and established through the UPC device
105.

The UPC device 105 is connected by a control bus
106 10 node controller 202 to exchange control signals,
and connected by a data line 107 to switching fabric
101. User cells entering the UPC device 105 are policed.
As will be described, user cells transmitted at a rate
violating predefincéd contact parameters are stored in a
buffer and those not violating the contract parameters
are carried through the data line 107 1o switching fabric
101 Other cells such as control cells and OA&M (Oper-
ations, Administration & Management) cells are simply
passed through the UPC device and carried through the
data line 167 to the switching fabric 101. All cells enter-
ing the switching fabric 101 arc transmitted out in 2
bit-serial fashion.

The user station 110 includes a UPC replica 112
which is a copy of the algonithm of the associated UPC
device 105 Specifically, it includes a replica of the
buffer of the UPC device in the form of a counter indi-
cating the number of violating cells stored in the UPC
buffer. The UPC replica 112 controls the signal source
111 of the user terminal in a feedback loop.

As shown in FIG Z, ihe UPC device 105 inchudes 3
shift register R1 for receiving ATM (53-byte) cells from
user terminal 118 On receiving all incoming 53 bytes of
daia, shift register R1 transici: ity contents in parallel
fashion 1o a second shift register R2 whose outputs are
coupled to a third shift register R3. The contents of
regisier R2 are supplied in paraliel to register R3 in
response to a transfer signal on lead 201 from a UPC
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controller 200, and the VCL/VP1 (virtusl circuit iden-
tifier/virtual path identifier) and P/T (payload type)
fields of the cell stored in register R2 are supplied to a
controlier 206, The contents of shift register R3 are
transferred 1o a selector 202 in response to a transfer
signal on lead 203 from controlier 208 Selector 202 is
responsive to a control signal supplied on lead 204 from
controller 200 to apply the contents of register R3 in
paraliel to the through leads 206 to the buffer 205 or
serially through Jine 207 1o the data Jine 107 to which
the output of buffer 208 is connected UPC controller
200 is connected through control bus 106 to the node
controller 102 and includes & memory containing a
VCLI/VPI bist of established connections

The node controller 102 essentially comprises a rout-
ing Jogic 210 for rounting cells through the switching
fabric, a free bandwidth allocation Jogic 211 in which
the CAC algonithm is incorporated, and & pool band-
width reservation logic 212 Free bandwidth allocation
logic includes a resource reallocation logic according to
the present invention as well as the known CAC algo-
rithm. As will be described, a control cell containing a
connection request entering the switching fabric 101
through line 107 is applied to free bandwidth reserva-
tion logic 211 to determine the admission of the connec-
tion according to the CAC algorithm After the connec-
tion is established, a control cell containing a realfoca-
tion request from the user terminal is routed through the
switching fabric and fed into both the free bandwidth
allocation logic 211 and pool bandwidth allocation
logic 212, which cooperates with logic 211 to allocate
an additionzl bandwidth resource to the requesting user
terminat.

The operstion of the UPC controller 200 is visvalized
by a flowchart shown in FIG. 3. The program exccu-
tion starts with block 301 which directs the reading of
VC1/VPlLand P/T fields of a cell from register R2. Exit
then is to step 302 1o check the P/T field to sec if it
indicates that the cell is a vser cell or not If the answer
1s negative, control branches at step 302 to step 39 to
check to see if the cell is an idie (empty) cell or not. If
the cell is a control cell or an CA&M cell, exit is 1o step
313 to deliver the current cell through data line 107 to
the switching fabric 101. If the current cell is empty,
control branches at step 309 10 step 310 to check the
VFPL/VCI field of the current cell against the VPI/VCE
list to determine if other connections have already been
established If there are no other connections, control
branches at step 310 to step 315 to output the idle cell to
the data tine 107 If other connection is present, control
branches to step 311 1o check the contents of buffer 205
1o determine if one or more cells of such & connection
are waiting. i there is one, the buffer jis said to be not
empty for that connection end control branches {0 step
312 to check to see if the UPC algorithm allows the
corrent cell to be transmitted. If the answer is negative,
control returns to step 310 to determine if there are
other established connections. By repeating steps 310,
311 and 312, every connections are polled in a Round-
Robin manner for waiting cells. If the answer is affirma-
tive in step 312, control exits from the loop and enters
step 314 10 output the current cell If there is no cell of
other connection waiting in buffcr 25, the buffer Is said
12 b< empty for that connection, and control branches at
step 317 to step 310.

According to the present invention, the total band-
width resource of the line controlled by UPC device
105 is partitioned into two resonrces. As shown in FIG
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4A 1 1s initially divided into a free bandwidith resource
as indicated at 400 and a pool bandwidth resgurce 401
which 15 commonly shared by all connections estab-
lished through the UPC device. As & connection is
established, free bandwidth is used so that the amount of
free bandwidth decreases as new connections are estab-
lished.

More specifically, during a call setup phase, 2 conirol
cell is passed throngh UPC device 195 following the
execution of step 313, and enters the switching fabric
101 where it is examined by the CAC device 103 of
node controller 102 to accept or reject the call depend-
ing on the amount of resource reguested by the user and
determine contract parameter values if the call is ac-
cepted. Depending on the contract parameter values
determined for a given connection, the CAC device 103
allocates an amount of resource as shown at 402 in FI1G.
4B from the free bandwidth rescurce and saves it as a
permanent resource to be exclusively used by that con-
nection. Therefore, the amount of the CAC-bandwidth
resource successively mcreases with an increase in ac-
cepted calls and the amobnt of available free bandwidth
résource decreases as indicated at 403

Returning to FIG. 3, if the cell is determined to be a
user ceil. control branches at step 302 to step 303 o
check to see if the UPC algorithm allows the current
cell 1o be transmitted. If the vser traffic is not vicolating
the contract paramelers defined at the call setup time,
comtrol branches at step 303 to step 364 to check the
contents of buffer 205 to tee if other cells of the same
connection are waiting therein. If such waiting cells are
not present, the buiffer is empty for the current connec-
tion and control branches at step 304 to step 313 10
deliver the current cell in regisier R2 through register
R3 and selector 202 to output line 107, If the answer is
negative in siep 304, contrel branches to step 305 1o
deliver a waiting cell from buffer 205 and store the
current cell into buffer 205.

i the nser traffic is violating the contract parameters
defined at the call setup time, control branches at step
303 to step 306 10 check the contents of buoffer 205 to see
if the buffer s foll. If 1 15, the corrent cell is discarded
{step 308). If the buffer is not full, the current cell is
stored into buffer 205 (step 307). Exit from either steps
307 and 308 is to step 310 to examine other connections
in 2 manner as described above.

Execution of either of steps 313, 314 and 315 is fol-
lowed by step 316 in which the VP/VC connection
data are updated if necessary. The controller then enters
step 317 to wait for controt data from the node control-
ler 102 concerning estzblishment of new connections,
clearing of existing connections, and modifications of
existing connections (reallocation/deallocation) and
update UPC parameters according to such control data
before the arrival of the next cell. Control now returns
to the starting point of the program to repeat the above
process on the next cell.

Since the network node has a2 limited knowledge of
the characteristics of user traffic and since the variation
of the traffic is unpredictable, the cccupancy of buffer
208 should be kept at a point below the almost-full level
of the buffer to prevent discarded cells from reaching a
dangerously high number

According to the present invention, & reallocation
scheme is used 10 prevent cells from being discarded by
allowing users to increase the amount of their allocated
resource when buffer occupancy exceeds a predefined
threshold and decrease it when the allocated resource is
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nnder-used. A resoursce reallocation request can be gen-
eraied by a triggering mechanism located in the UPC
replica of the wser terminal. The bandwidth resource
atlocated to a user is bounded by a maximun: fixed value
which is pre-declared by the user and is typically equal
10 the peak rate of the user traffic (or the line speed of
the link e g, 150 Mbps). The buffer threshold is deter-
mined on the basis of the buffer size and on the round-
trip propagation delay of a reallocation request/reallo-
cation response messages along the transmission path
from the reguest-originating terminal to the destination
node.

To avoid overflow under worst case traffic (wherein
the input traffic rate is equal to its maximum rate from
the time the reallocation request js issued), it is neces-
sary that during the round-trip propagation delay time
Td, the buffer does not overflow. If W is the window
size, M) and M; the number of cells in the window
corresponding to the policed rate and the maximum
rate, respectively, and 7 the length of a imeslot, then
the buffer occupancy, 1d seconds after it was equal to
the threshold Th, becomes:

Ti %’9_ s T
If this value exceeds the buffer size N, then overflow
oocurs.

Because some users may produce such a continuous
stream of cells that the CAC device 103 is too slow to
take each burst from the same source as a single call and
perform call admission control on each burst, the reallo-
cation process must be executed on a real-time basis.

Briefly described, a reallocation request from a user
terminal or from an upstream side of the network in-
cludes a CAC-request and a pool-request, each request-
ing an equal amount of additional bandwidth. The
CAC-request invokes a process for reserving a portion
of the free bandwidth according to the CAC algorithm
as indicated at 500 in FIG. 5A and the pool-request
tnvokes a process for reserving a portion 50 of the pool
bandwidth The reaflocation request from the user is
first received by a source node located at the entry of
the network and a copy of this request is instantly trans-
mitied to a downstream node to elicit a response indi-
cating whether an attempt 1o reserve a pool bandwidth
is successful or not. The request is further relayed to the
next node unti it reaches a destination node so that a
response s successively relayed along the rovte from a
downstream node to the next until it reaches the source
node. Since the reservation of the pool resource is not
associated with the CAC algerithm, it s processed
faster than the reservation of the free bandwidth re-
source. If the response is a favorable one indicating that
the pool reservation is successful, the user is informed of
this fact by the source node and the reserved pool band-
width is allocated to the user in addition to the already
allocated bandwidth.

Since the free bandwidth allocation procedure by the
CAC algorithm is a time-consuming task, the reserva-
1100 of free bandwidth portion 560 may occor after the
reception of a confinmation responze from the source
node. When the CAC-request is finally accepted, the
reserved free bandwidily portion 306 is permanent!*-
allocated to the user for as long as it needs it and the
temporarily allocated pool bandwidth portion 501 is
restored 1o the pool resource as shown in FIG. 5B,
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Therefore. at the final stage of the reallocation process,
the teserved free resource and the allocated pool se-
source are exchanged, or “'swapped” with one another.
In response to a favorable response from the down-
stream node, a confirmation message is transmitted
from the source node to the downstream node and re-
layed along the transmission route to the destination
node 1o allow each subsequent node or the route to
effect the “swapping™ of the resources. If the first re-
sponse from the downstream node is unfavorable, a
copy of this message is transmitted along the route
downstream to restore the allocated pool resources

A reallocation request is injtially transmitted from a
user terminal FIG. 6 is a flowchart of programmed
instructions incorporated in the algorithm of the UPC
replica of the user terminal for triggering a reallocation
process. The program execution starts with step 601 in
which the occupancy of the buffer replica is monitored.
1f the buffer occupancy is below a predefined threshold
which is determined on the basis of the buffer size and
the round-trip propagation delay of a reallocation re-
quest/reallocation response along the transmission path
from the requesting terminal to the CAC mechanism of
the destination node {step 602), control returns to step
601 to continue monitoring the buffer's filling level, and
if it exceeds the threshold, control branches to step 603
10 issue a reallocation request to the network and wait
for a response (acceptance or rejection message). If an
acceptance message is received from the network (step
604), control branches to step 605 to update the parame-
ters of the UPC replica, and control returns to the start-
ing point of the program. The user then can transmit
cells at a reallocated rate.

FIGS 7, 8 and 9 are flowcharts of programmed in-
structions 1o be performed by the node controller of
source, tandem and destination nodes of the network,
respectively, during a reallocation procedure In each
of these flowcharts, a pool reservation subroutine is
shown on the left side of the drawings and a free band-
width allocation subroutine on the right side.

in F1G. 7, the node controller 102 of 2 source node is
constantly weiting for a realiocation request from a
call-originating user terminal (step 700). If it receives
one, control exits to step 701 1o transmit to the down-
stream node a copy of the reallocation reguest contain-
ing a pool request and a CAC request, and invokes
simultaneously a pool-request resource reservation sub-
routine and a CAC-request resource allocation subroun-
tine The pool bandwidth reservation subroutine begins
with step 702 10 check to see if the pool request is ac-
ceptable to the source node. If the answer is affirmative,
conirol branches at step 702 to step 703 to reserve a
portion of the pool bandwidth resource. Exit then is to
decision step 704 to check to see if the source node has
received an acceptance message from the tandem node
indicating that the same amount of pool bandwidth is
available in the tandem node or if it has received =
rejection message. If the pool request is accepted by the
tandem node, control branches at step 704 to step 705 10
transmit an acceptance message to the user indicating
that the reallocation request was accepted by the nei-
work and » confirmation message to the downstream
node Simultanconsly, the UPC parameters of the re-
questing user in the sovrce node as weil as the corre-
sponding parameters of the UPC replica in the user’s
premises arc updated. Exit then is to step 706 1o wait for
an indication that the CAC-request is accepied by the
CAC algorithm When this indication is given. control
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exits to siep 787 to restore the reserved pool bendwidth
10 the pool resource. Control now seturns to the start-
ing point of the program

I the pool request is not accepted by the tandem
node, control branches at step 704 to step 708 to irans-
mit a rejection message to the user and proceeds to step
709 to restore the reserved pool bandwidth to the pool
resource, and control returns to the starting point of the
program

If the pool request is not sccepted by the source node,
control branches at step 702 to step 710 to check
whether a pocl request was accepted by the down-
stream node. 1If the answer is affirmative, a rejection
message is sent to the user and the downstream node
(step 711); otherwise, the same message is sent only to
the user (step 712)

Simultaneously with the exccution of the pool re-
source reservation subroutine, a free resource allocation
subroutine is started with step 720 that invokes the CAC
glgorithm If a rejection message is received during the
execution of the CAC algorithm (step 721), the free
resource allocation subroutine is aborted (step 722) As
long as no rejection message arrives, the subroutine
continues exccuting until the CAC request is accepied
{step 723} When the CAC request is accepted {meaning
that free bandwidth has been reserved), control
branches out to step 724 to wail for a response from the
downstream node in case it has not arrived yet. The
answer from the downstream node is checked for ac-
ceptance or rejection of the pool bandwidth by the
downstream nodes {step 725). If the answer is affirma-
tive, control branches out to step 726 to permanently
allocate the reserved free bandwidth to the user, and
send a signal to the pool reservation control logic 1o
restore the reserved pool bandwidih to the pool re-
source (step 707). This represents the *swapping” of
resources between the reserved pool resource and the
reserved free bandwidth. Control now returns to the
siarting point of the program.

In F1G. §, the node controlier 102 of a tandem node
is constantly waiting for a reallocation request from a
source node (step 800). The same processes are exe-
cuted by steps 800, 801, 802, and 820 through 827 corre-
sponding to steps 700, 701, 702, and 726 through 727 of
F1G. 7 and no description is repeated for simplicity.
Starting from step 802, if the pool-request is not accept-
able, similar steps are executed as in F1G. 7 with the
exception that the user is now an upsiream node. If the
pool request is acceptable, steps 803 and 804 are exe-
cuted as in FIG 7 If the pool request is rejected by any
downstream node (step 804), control proceeds o step
809 to transmit a rejection message to the upstream
node and the reserved pool bandwidth is restored (step
B10). If the pool request is accepted {step 804}, control
proceeds to step BOS to transmit an acceptance message
to the upstream node and control waits for a response
from the upstrecam node. If the response is 2 confirms-
tion message {step 806}, control proceeds to step 81t to
transmit 2 copy of the confirmation message down-
stream and control weits for an indication that the
CAC-request was sccepled by the CAC aigorithm (step
812), followed by the simulaneous execution of steps
$13 and 826 where the reserved pool bandwidth is
swapped with the reserved free bandwidth. If the re-
spense in step 806 is a rejection message, control
branches out to step BT to transmit a copy of the rejec-
tion message downstream and control restores the re-
served pool bandwidth {step 808)
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In F1G . 9. the node controller of a destination node is
waiting for a reallocation request from an upstream
node (step 900). The same processes are executed by
steps 900, 901, $02 and 910 1hrough 917 corresponding
1o steps 700, 702, 703 and 720 through 727 of FIG . 7 and
no description 1s repeated for simplicity. Starting from
step 983, an acceplance message is transmitted upstream
and control waits for a response message from the up-
siream node. If the response is a confirmation message
{(step 904). control proceeds to step 905 to wait for an
indication that the CAC.request was accepted by the
CAC algorithm, followed by the sirnultanecus execu-
tion of steps 906 and 916 where the reserved pool band-
width is swapped with the reserved free bandwidth If
the response in step 904 is a rejection message, control
branches out 1o step 907 1o restore the reserved pool
bandwidth

According to 2 further feature of the present inven-
tion, the buffer occupancy of the user terminal is con-
stantly monitored to detect when it reduces below a
predefined level. If it occurs, a deallocation procedure
is triggered to decrease (deallocate) the amount of the
bandwidth resource allocated to the user by restoring a
portion of the allocated resource to the free bandwidth
resource for other users

FIG. 18 is a flowchart of instructions performed by
the UPC replica of the wser terminal for triggering 2
deallocation procedure The program execution starts
with step 1001 1o monitor the occupancy of the user’s
buffer replica, followed by step 1002 in which the moni-

tored valve is compared with a predefined threshold 1f

the fifling level of the buffer replica is below the thresh-
old, a deallocation indication s issved to the network,
and control waits for a confirmation message (step
1603) 10 update the parameters of the UPC replica (step
1004).

In FIG. 11, there is shown a flowchart of operations
performed by al network nodes during the dealiocation
procedure. Each network node is constanily waiting for
a deallocation indication from an upstream node (step
1106). Exit then is to decision step 1101 {0 transmit a
copy of the deallocation indication t¢ 2 downstream
node if the node is the source node or a tandem node.
Step 1101 is skipped if the node is the destination node.
In step 1102, controls checks to see if a pool bandwidth
is being reserved by the requesting user If it is, control
branches at step 1192 1o siep 1103 to restore all or a
portion of the reserved pool bandwidih te the pool

resource, cancel all or a portion of the CAC-request of

the user (step 1304). If no pool bandwidth is allocated to
the requesting vser {step $102), control branches at step
}102 to step 1187 fo restore a portion of the allocated
bandwidth to the free bandwidth resource. After restor-
ing the necessary amount of bandwidth, control waits
for a confirmation message from the downstream node

if the node is the source or a tandem node {(step 1105). If

the node is the destination node step 1105 is skipped.
Exit then 35 to step 1186 to transmit a confirmation
message to the upsiream node The confirmation mes-
sage ai the end of the restoration of bandwidth is neces-
sary to ensure that the user waits for the deallocation to
be completed before issning a new request
For a full understanding of the present invention,
flow diagrams of reallocation messages are shown in
FIGS. 12 10 15 for a trapsmission path in which four
network nodes are assumed to be located.
1IG 12 shows z situation in which the request for
reallocation is 2ccepted by all nodes Since free band-
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width allocation by the CAC algorithm takes time and
the amount of time vanies from one node to another, it
is assumed that different lengihs of time t), t2, t3 and 14
are taken by the first, second, third and fourth nodes,
respectively, from the instant each request is received
by the respective node

At the instant of time A, a reallocation is triggered in
a user terminal and a reailocation request message is
issued by the user ierminal and received by the first
node at the entry point of the network, where a copy of
the reallocation request is instantly sent downstream
and the user’s pool request is accepted by the first node
and a pool bandwidth is reserved, following the trans-
mission of the reallocation request copy. The same pro-
cess is repeated at the second and third nodes, and A-
nally the request is accepied by the fourth node. There-
fore, a pool bandwidth of the same amount is reserved
in each of these network nodes. Immediately following
the acceptance of the reqguest, an acceptance message is
transmitted from the fourth node to the third node
where it 15 copied, with the copy being relayed up-
stream until it reaches the first node. on receiving an
acceptance message from the respective downstream
node, each of the third, second and first nodes transmits
a copy of the acceptance signal upstream (step 865 at
the third and second nodes, and step 705 at the first
node). In this way, the requested resource is allocated
from the commeoenly shared bandwidth resource to the
user and the user is allowed to transmit cells at the
reallocated rate from time B onwards. On receiving an
acceptance signal, the first node transmits a confirma-
tion message downsiream (step 705} and each of the
second and third nodes responds to it by transmiiting a
confirmation copy downstream {step 8367} unti} it
reaches the fourth node (step 904). Each node along the
transmission path performs resource swapping between
the allocated pool bandwidih and the reserved free
bandwidth following the transmission/reception of a
confirmation message or foliowing the availability of
ihe free bandwidth, whichever comes Iast. In the illus-
trated example, the first and second nodes perform their
swapping following the availability of the free band-
width, whereas the third and fourth nedes perform their
swapping immediately following the transmission and
reception of a confirmation message 1t is seen therefore
that, if a reallocation procedure were provided in each
node by exclusively relying on the CAC algorithm, the
time taken to reallocate an additional resource 1o the
user would be more than the maximum of times 1y, t3, 13
and is.

FIGS. 13 1o 15 illustrate the flow of control messages
in the case of a reallocation failure in one or more of the
nodes along the transmission route

A reallocation fails when at least one node along the
transmission path rejects the pool request. When a fail-
wre occurs In a node, it must wait for an acceptance/re-
jection message flow sent upstream from the fourth
node to inform the rest of the network of the Iocal
failure If the messape received from a downstream
nrode is an acceptance message, then the receiving node
is responsible for changing the acceptance message to a
rejection message and sending it to the upstream and
downstream nodes to inform the upstream nodes that
the reallocation must be aborted. i the message re-
ceived from a downstream node is a rejection message,
it indicates that a downstream flow of a rejection mes-
sage is also generated. On receiving a rejection message,
the first node transmits a rejection message 10 the user.

S
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The vser can determine whether to send a new reatloca-
tion request to the network based on the parameters of
its UPC replica.

F1G. 13 illustrates a siteation in which only the first
node fails 10 accept the reallocation request In that
case, a rejection message is transmitted both to the user
and the second node following the reception of an ac-
ceptance message from the second node (steps 710 and
711} which was originated from the fourth node and
relayed through the third node On receiving a rejec-
tion message, cach of the second and third nodes re-
stores its reserved pool bandwidih by executing steps
2806, 810 and 809, and the fourth node restores its re-
served pool bandwidth by executing step 907.

An unsuccessful message flow stmilar to FIG 13 is
shown in FIG. 14 in which a failnre is assumed to have
occurred in the second node. In this case, a rejection
message is transmitted from the second node both to the
vpstreamt and downstream nodes in response to receipt
of an acceptance message from the downstream (third)
node to causc the other nodes to restore their pool
resource

As shown in FIG 15, the occurrence of several fail-
ures such as in the first and second nodes causes the
second node to transmit rejection messages in both
downstream and upstream directions in response to an
acceptance message from the third node, and the first
node simply relays the rejection message from the sec-
ond node to the user.

FIG. 16 is a flow diagram of a deallocation proce-
dure. When the buffer occupancy decreases befow a
predetermined level, a deallocation indication is sent to
the first node A copy of the message is relayed down-
stream by successive nodes and a confirmation message
15 transmitted upstream from the fourth node and 2 copy
of this message is snccessively relayed by mntermediate
nodes to the user, On receiving the deallocation confir-
‘mation, the first node sends a deallocation confirmation
1o the vser and then updates its UPC parameters sccord-
ing to the deallocation indication.

The foregoing description shows only one preferred
embodiment of the present invention Various modifica-
tions are apparent to those skilled in the art without
‘departing from the scope of the present invention which
is only limited by the appended claims Therefore, the
embodiment shown and described is only ilustrative,
not restrictive.

What is claimed is:

1. A network node for a packet network comprising:

call admission control mesns responsive to & connec-

tion request from a user terminal for accepting or
rejecting the connection request depending on the
amount of resource requesied by the user terminal,
establishing a contract parameter value, and allo-
cating & resource to said user terminal according to
the established contract parameter value;

flow enforcement means including s buffer for aliow-

ing cells from said user terminal to be transmitted
toward a destination terminal when said contract
parameter value is not violated and storing the cells
in said buffer when said contract parameter value is
violated; and

resource reallocation means responsive to receipt of a

reallocation request from said user terminal when
occupancy of said buffer is higher than a prede-
fined value and alfocating an additionzl resource to
said user terminal

N
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2 A network node as claimed in claim 1. wherein said
resource reallocation means includes means responsive
to receipt of a deallocation indication from said user
terminal when the occupancy of said buffer i lower
than s predefined value for deallocating a portion of the
allocated resources.

3 A network node as claimed in claim 2, wherein said
user terminal includes a buffer replica in the form of 2
counter indicating the number of violating ceils stored
in the buffer of said node, and means for detecting when
said number is higher then said predefined value and
generating said reallocation request.

4. A network node as claimed in claim 3, wherein said
user terminal includes means for generating said deallo-
cation indication when the occopancy of the bufler
replica is lower than a second predefined value,

5 A packet network including a plurality of network
nodes interconnected by transmission links, a source
node of the network Jocaied at an entry of the network
comprising flow enforcement means incluoding a2 buffer
for allowing cells from a user terminal to be transmitted
toward a destination terminal when a contract parame-
ter value is not viclated end storing the cells in said
buffer when said contract parameter value is violated
cach of said network nodes compnising:

resource altocation means responsive to a connection

request from said aser terminal for invoking a call
admission controj {(CAC) algorithm to accept or
reject the connection reguest depending on the
amount of respurce requested by the user terminal,
establishing said contract parameter value, and
allocating a portion of a free bandwidth resource to
said user terminal according 1o the established con-
tract parameter value; and

resource reallocation means. responsive to a realfoca-

1ion request transmitted from said vser terminal
when occupancy of sad buffer is higher than a
predefined value, for transmitting a copy of the
reatlocation request to a downstream node to elicit
an acceptance signal therefrom, reserving z portion
of a pool bandwidth resource and invoking said
CAC algorithm to reserve a portion of said free
bandwidth resource,

said resource reallocation means of said source node

temporarily allocating said reserved portion of the
pool bandwidth resource to said user terminal in
response to said accepiance signal from the down-
stream node indicating that same amount of the
rescrved portion of the pool bandwidth resource is
available in said downsiream node, and perma-
nently allocating said reserved portion of the free
bandwidth resource to said user terminal and re-
storing the temporarily allocated portion of the
pool bandwidth resource.

6. A packet network as claimed in claim 5, whercin
said resource reallocation means includes means respon-
sive to receipt of a deallocation indication from said
pser terminal when the occupancy of said buffer is
lower than a second predefined value for deatlocating
part of the allocated resource portions.

7. A packet network as claimed in claim 5 or 6,
wherein said user terminal includes a buffer replica in
the form of a counter indicating the number of viclating
cells stored in the buffer of said source node, and means
for detecting when said number is higher than said
predefined value and generating said reallocation re-
quest.

e



5,315,586

13

8 A packet network as claimed in claim 5, whercin
said resource reallocation means includes means respon-
sive to receipt of a deallocation indication from said
user terminal when the occupancy of said buffer is
jower than a second predefined value for deallocating
part of the aliocated resource portions, and wherein said
user terminal includes a buffer replica in the form of a
counter indicating the number of violating cells stored
in the buifer of said source node, means for detecting
when said number is higher than said predefined value
and generating said reallocation request, and means for
detecting when ihe occupancy of the buffer replica is
lower than a second predefined value and generating
said deallocation indication
9. A packet network comprising at least first and
second interconnected network npodes, each of said
nodes comprising resource aliocation means responsive
1o a connection request from a user terminal for invok-
ing a call admission control {CAC) algorithm to accept
or reject the comnection reguest depending on the
amount of resource requested by the user terminal,
establishing a contract parameter value, and allocating a
portion of a free bandwidth resource to said user termi-
nal according to the established contract parameter
vahie,
said first node inchiding:
flow enforcement means including a buffer for allow-
mg cells from seid vser terminal to be transmitted
toward a destination terminal when said contract
parameter value is not violated and storing the cells
in said buffer when said contract parameter value is
violated; and .

first sesource reallocation means responsive to a real-
location request transmitted from said user termi-
nal when occupancy of said buffer is higher than a
predefined value for transmitting a copy of the
reallocation reqeest to said second node to elicit an
acceptance signal therefrom and reserving a por-
tion of a peol bandwidih resource, invoking said
CAC algorithm 1o reserve a portion of said free
bandwidth resource, said first resource reallocation
means temporarily allocating the reserved portion
of the pool bandwidth resource to the user terminal
in response 1o the acceptance signal from the sec-
ond node, transmitting a confirmation signal to the
second node, and permanently allocating the re-
served portion of the free bandwidth resource to
the uwser terminal and restoring the temporarily
allecated portion of the pool bandwidth resource,

said second node inclhiding:

second resource realfocation means responsive to the

reallocation request from said first node for reserv-
ing a portion of a pool bandwidth resource, invok-
ing said CAC algorithm to reserve a portion of the
free bandwidth resource of the second node, trans-
mitting said acceptance signal to said first node,
said second resource reallocation means perma-
nently allocating the reserved portion of the free
bandwidth resource of the second node to the user
terminal In response to said confirmation signal,
and restoring the reserved portion of the pool
bandwidth resource of the second node.

10. In a packet network comprising a plurality of
imterconnected nodes, each of the nodes including call
admission control means responsive 1o a comnection
reguest from a user terminal for accepting or rejecting
the connection reguest depending on the amount of
Tesonrce requested by the user terminal, establishing a
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contract parameter vaive, and allocating a resource to
said wser terminal according to the established contract
parameter value, one of said nodes Yocated at an entry of
the network comprising flow enforcememt means in-
cluding a buffer for allowing cells from said call-
originating user terminal 1o be transmitted toward a
destination terminal when said contract parameter
value is not violated and storing the cells in said buffer
when said coniract parameter valve is violated, a
method for controlling traffic of said user terminal,
comprising the steps of:

a) transmitting a reallocation reguest from satd user
terminal when occupancy of said buffer is higher
than a predefined value; and

b) receiving said reallocation request at said one net-
work node and allocating an additional resource to
said user terminal in response to receipt of said
reguest.

11. A method as cleimed in claim 10, further compris-

g the steps of:

transmitting a deallocation indication from the user
termina] when the occupancy of said buffer is
lower than a second predefined valve; and

receiving said dealiocation indication at said one
node for deallocating portion of the allocated re-
sources in response to receipt of the deallocation
indication.

12. In a packet network including a plurality of net-
work nodes imterconnected by transmission links, a
source node of the network located at an entry of the
network comprising flow enforcement means including
a buffer for allowing cells from a call-originating user
terminal to be transmitted toward a destination terminal
when a contract parameter valve is not violated and
storing the cells in said buffer when szid contract pa-
rameter value is violated, and each of said nodes com-
prising call admission control means responsive o a
connection request from said vser terminal for invoking
a call admission control (CAC) algorithm to allocate a
portion of a free bandwidth resource to said vser termi-
nal and establish said contract pasameter valse, a
method for controlling traffic of the user terminal, com-
prising the steps of:

a) transmitting a reallocation request from the user
terminal when occupancy of said buffer is higher
than 2 predefined value;

b) receiving said reallocation request at said source
node, transmitting a copy of the reallocation re-
quest to a downstream node to elicit an acceptance
signal therefrom and reserving a portion of a pool

- bandwidth resource;

¢) invoking said CAC algorithm to reserve a portion
of said free bandwidth resource;

d) receiving said acceptance signal at said source
node indicating that same amount of the portion of
the pool bandwidth resource reserved by the step
{b) is available in said downstream node and tem-
porarily aliocating the reserved portion of the pool
bandwidth resource to said user terminal; and

¢} permanently allocating the portion of the free
bandwidth resource reserved by the step (c) to the
user terminal and restoring the temporarily allo-
cated portion of the pool bandwidth rescurce.

13. A method as claimed in claim 12, further compris-

ing the steps of:

transmitting a deallocation indication from the user
terminal when the occupancy of said buffer is
Tower than a second predefined value; and
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receiving said deallocation indication at said source
node and deallocating portion of the allocated re-
S0UrCe portions

14. In a packet network comprising a first node lo-

cated at an entry of the network and a second node, said
first node comprising flow enforcement means includ-
ing a buffer for allowing cells from a user terminal to be
transmitted toward 3 destination terminal when a con-
tract parameter value is not violsted and storing the
cells in said buffer when said contract parameter valne
is violated, and each of said first and second nodes com-
prsing call admission control means responsive 1o &
connection request from the user terminal for invoking
a call sdmission control (CAC) algorithm 10 allocate &
portion of a free bandwidth resource to said user termi-
nal and establish said contract parameter valuve, a
method for controlling traffic of said user terminal,
comprising the steps of:

8} transmitting & reallocation request from the user
terminal when occupancy of said buffer is higher
than a predefined value;

b) receiving said reallocation request at said first
node, transmitting a copy of the reallocation re.
guest from the first node to the second node to
elicit an acceptance signal therefrom, and reserving
a portion of a pool bandwidth resource of the first
node;

¢) invoking said CAC algorithm to reserve a portion
of said free bandwidth resource of the first node;

d) receiving the copy of the reallocation request at
said second node, reserving 2 portion of a pool
bandwidth resource of the second node, transmit-
ting said acceptance signal from the second node to
said first node, and invoking said CAC algorithm
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to reserve a portion of said free bandwidth re-
source of the second node;

¢) receiving said acceptance signal at said first node
indicating that same amount of said portion re-
served by the step (b} is available in said second
node . temporarily aflocating said portion reserved
by the step (b) 1o said user terminal, and transmit-
ting a confirmation signal from said first node to
said second node; ’

f) permanently allocating the portion of the free
bandwidth resource of the first node reserved by
the step () to the user terminal and restoring the
portion of the pool bandwidth resource of the first
node temporarily allocated by the step {¢); and

g) receiving said confirmation signal at said second
node for permanently allocating the portion of the
free bandwidth resource of the second node re-
served by the step (d) to the user tlerminal and
restoring the portion of the pool bandwidth of the
second node reserved by the siep(d).

15. A method as claimed in claim 14, further compris-

ing the steps of:

transmitting a deallocation indication from the user
terminal when the occupancy of said buffer is
lower than a second predefined valve;

receiving said deallocation indication at said first
node and transmitting a copy of said deallocation
indication from the first node to the second node to
allow said second node to deallocate part of the
allocated resource portions of the second node; and

deallocating part of the resource alfocated to the vser

terminal by the first node.
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